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Synchronized pseudorandom systems and their application to speech communication
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An approach to the synchronization of pseudorandom systems is proposed and applied to secure speech
communication. The encoding signal produced by the pseudorandom synchronization scheme passes the ran-
dom test, and shows much more complex dynamics, better random properties, and greater sensitivity to
parameter mismatches than that produced by the active-passive decomposition scheme. Also, two coupled
pseudorandom systems can be exactly synchronized despite their different initial states or seeds. Pseudoran-
dom encoding and synchronization may yield great security in communication.
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Despite extreme sensitivity to initial conditions, two cha- duces pseudorandom output approaching the statistical prop-
otic systems can be synchronized using some techniquesties of a true random number serjég—18. We consider
[1-3] like active-passive decompositidPD), which has that a system with pseudorandom dynamics can be written in
shown potential applications in secure communization. Théerms of the following equations with nonpseudorandom and
uses of hyperchaotic or spatiotemporal chaotic systems haygeudorandom operators:
received considerable attentipf-7]. However, recent stud-
ies have shown that return mg§), nonlinear dynamic fore- X1 =F(Xn &)y &1 =PR(X, &), (1)
casting[9], and chaos synchronization via parameter adap- .
tion [1%—13 may be useéll to extract messagpes encoded b;\ghgrexn:(xn(l),xn(Z),... Xa()). & is the pseudorandom
chaotic signal. In order to further improve security, the dy-Varable produced by a pseudorandom number generator
namics of the encoding signal need to be more complex. A'R(*), such as a linear congruential genergtb4-18. To
pseudorandom numb&RN) generator with infinite degrees synchronize the pseudorandom drive system, we create a re-
of freedom and statistical properties approaching a true rarsPONSe system driven by the pseudorandom varigpées
dom number series represents a better candidate for encoding Yo =F(Y o E) 2)
messages in secure communication. PRN generators have al- n+l e
ready been applied in stochastic optimization, Monte Carlgror the difference e,=X,~Y,, if the difference e,
simulation, and molecular dynami¢$4-1§. However, tra-  =F(X,,&,)-F(Y,,,&,) has an asymptotically stable zero so-
ditionally, the pseudorandom algorithm and initial state Va'Uqution, then the two pseudorandom systems are Synchronous,
or seed of a PRN generator need to be exactly determined g | lim,_...|]X,=Y,|=0. Chaotic synchronization methods,
order to reproduce the same PRN series. It is difficult tosuch as the APD scheme, have been previously investigated
determine the output of a single PRN generator withouf1—7], where the drive and response systems are defined as
knowing its initial value. chaotic, ands, is defined as a chaotic driving signal. How-

In contrast to previous studies based on chaotic systemsyer, chaos with a finite dimension differs from random
[1-7], in this paper we introduce pseudorandom synchroniwhite noise with infinite degrees of freedom. Chaotic sys-
zation to PRN generators. In terms of complexity, the rantems with finite dimensions and large robustness to param-
dom test, and sensitivity to parameter mismatches, the erster mismatches in synchronization cannot qualify as good
coder produced by the pseudorandom synchronizatiopRN generators since such systems may not pass the random
scheme is compared with that produced by the APD schem@st and may be decoded by using the parameter estimate
of chaos synchronization. The pseudorandom encoding signethod[10-13. In comparison with such chaotic systems
nals have much more complex dynamics, better randonke the logistic map and the spatiotemporal coupled map
properties, and greater sensitivity to parameter mismatchagttice, the following calculations show that the pseudoran-
than the chaotic signals, and are capable of effectively maskiom series representing a simulation of random noise have
ing a message. Furthermore, the scheme of pseudorandaguch more complex dynamics, better random properties, and
synchronization is applied to secure speech communicatiogreater sensitivity to parameter mismatches than the chaotic
based on a pseudorandom one-way coupled ring map latticgystems. Thus, in this paper, we investigate the applications
Two suitably coupled pseudorandom systems are synchrgyf pseudorandom systems, where the drive system is defined
nized despite different initial states. as a pseudorandom system afds a pseudorandom vari-

A PRN generator is a deterministic algorithm that pro-aple because of the randomization oper&®s). Consider-

ing different initial states of two PRN generatdis and(2),
we introduce the synchronization technique. Under the driv-
*Electronic address: zhang@surgery.wisc.edu ing pseudorandom functio§,, two pseudorandom systems

1539-3755/2005/71)/0162175)/$23.00 016217-1 ©2005 The American Physical Society



ZHANG et al. PHYSICAL REVIEW E 71, 016217(2009

15

I
o

1.0

EA
i

i
B

)
>
o

0.5

N

0.0

”t-O.S 1

S

-1.01

Correlation Dimension D,

-1.54

L S — 0 2 4 6 8 10

(@) ©

0.5+

Variable

WF 0.0

-0.5

-1.0

'2 T T T
T T T T T 0 50 100 150 200

d
(b) (d)

FIG. 1. (a) The reconstructed phase spdsg S,:+1)- (b) (&, &n1)- (€) D, vsd, where curves |, I, and 1l correspond to CON&, and
s, respectively(d) The drive variablex, and the synchronization errey,.

can be synchronized despite different initial conditions. Weand &, can be reconstructed using the time delay technique
therefore call this schemgseudorandom synchronization [22]. The proper time delay can be determined by using the
(PRS. A series of deterministic algorithms for PRN genera-mutual information methof23]. For the time series, with
tors have been proposéti,16,19. We previously applied a length N=20 000, a time-delay vectdss,,Sn1,---,Sw(d-1)}
truncated synchronizatiof20,21], which represents a spe- reconstructs the phase space wheris the embedding di-
cific case of PRS. PRN algorithms can be chosen with flexmension. The reconstructed phase sp@gss,.1) displays a
ibility, which may lead to more general applications of the simple structure in Fig. (B). However, in the reconstructed
PRS scheme. phase spac&,, &,.1), a cloud of points does not present any
To illustrate this scheme for synchronizing pseudorandonytrycture[see Fig. 1b)]. To quantitatively describe the com-
systems, we consider the following decomposition based oBjexities ofs, and £,, we calculate the correlation dimension
the logistic map in the first example: D, [24]. Figure 1c) shows the relationship between the es-
Xoq = 0.5, + £ timatedD, andd, where the curves |, II, and Ill correspond
LT S to the CONG pseudorandom serigs, ands,, respectively.
When d is increased, the estimated dimension spfap-
proachesD,=1.0+0.01; however, the estimated dimensions
of &, and CONG series do not converge. Unliggproduced

£=294/(2°'-1) - 1,

One1 = (16 807 {g, +int (1 - 2 - 0.5x,) by APD, &, produced by PRS exhibits much more complex
X (231- 1)THmod 231 - 1), 3) dynamics, w_hich may be_difficult_ to decode using return map
[8] and nonlinear dynamic predictids].
where the pseudorandom variabfe within the interval Furthermore £, shows good statistical properties. A pure

[—1,1] is produced based on the linear congruential generaandom process with uniform distribution ¢r-1, 1] has a

tor CONG, 7,+1=(16 807X 7,)mod(23!-1) [14]. As a com- mean of 0 and a standard deviation\d/3~0.5774.&, in

parison, the APD scheni@] is applied to the drive system Fig. 1 has a mean value of 0.0066 and a standard deviation

wherex,;1=0.5¢,+s, ands,=1-2x2- 0.5, of 0.5767, representing a good simulation of uniform noise.
Figure 1 shows tha, produced by PRS has more com- In order to test the randomness ®f &, and CONG, the

plex dynamics thas, produced by APD. The dynamics §f  chi-square test and Kolmogorov-Smirnov test were per-
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formed[25], where each signal with length 20 000 was di-
vided into 20 classes. Thg? values and Kolmogorov-
Smirnov D values ofs,, &, and CONG are calculated as
(8140, 0.166Q (14.748, 0.006). and (10.147, 0.006} re-
spectively. At the 0.05 significance level, the critical values
of the chi-square test with 19 degrees of freedom and
Kolmogorov-Smirnov test arg¢30.144, 0.009 6 &, and
CONG both pass these two random tedig® value
<30.144 andD value <0.009 62, but s, fails since itsy?
value andD value exceed the critical values. Differing from
the chaotics,, &, represents a PRN series. The pseudorandom
variableé, drives the response systemygs; =0.5y,+&,. For

the differencee,=x,-y,, we havee,,;=0.%,. Thus, al-
though starting from different initial conditions, two pseudo-
random systems are finally synchronous, that |¥s;-y,|
—0 whenn— o, as shown in Fig. ().

One-way coupled ring map lattice®CRML) has been
applied as a spatiotemporal system to secure speech commu- 248 g
nication[4]. As an application of the PRS scheme, we per-
formed digital speech communication based on a pseudoran-
dom one-way coupled ring map latti¢ER-OCRML) with 0.001
lengthm. The drive system is 248

Xpua(1) = (L= )[1 - (D] + £6/(2* - 1),

@
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Xne1(1) = (1 —&)[1 = wxd(D] + [ 1 - w1l + 1)] i

(1=23...m), FIG. 2. Speech secure communication, wherg(#h@seudoran-
dom masking signa),, (b) the message,, and(c) the recovered
Xp(M+ 1) =x,(1), signali;, are shown. Their corresponding spectrograms ar@l)in
(e), and(f), respectively.
fn = gn + Inl
Ya(m+1) =yy(1), (5)

with the driving variableé,. x,(k) and y,(k) are bounded
) satisfying [x,(k)| <M and |y,(k)| <M, whereM is constant
wheren denotes the discrete time, ahdlenotes the lattice and k=1,2,....m. For e=¢’, pu=u', and e,(k)=x,(k)
site index. As a comparison, we also considered the OCRMLy,(k), we have the difference dynamics:
system to which we previously applied the APD sché#ie
Similar to the systen{3), the driving signal, of the PR- enr1(1) = = (L — &) w(D[*p(1) + yn(D)]en(2),
OCRML system has a complex reconstructed phase space
and its estimated dimension increases with the embeddingw1(l) == (1 = &) u(D[Xp(1) + yn(D]en(l) — el + Dxy(1 + 1)
dimension. For the normalizeg, within [—1, 1], the mean +y+ Dl + 1)
value and standard deviation are estimated as 0.0032 and " " '
0.5749, respectively. The chi-square test and Kolmogorov- _
Smirnov test are performed for the driving signals from the Enva(M+ 1) = €nva(1). (6)
OCRML and PR-OCRML systems witm=3. The normal- ~When the system parameteusand ¢ satisfy |e.1(k)/ey(K)|
ized ¢, from the PR-OCRML system passes the random tests< 2(1-¢)uM <1, two pseudorandom systems can be syn-
(x* value =22.014<30.144 and value =0.006%0.0138,  chronized, that is, li...|x,(K)~ya(k)|=0. In secure speech
but the driving signal from the OCRML system fails  communication, we apply the PRN series to encode the mes-
x> value =7718 andD value =0.1653 T_hus &, produced sage i, as &,=g,+i,. With two synchronous systems
by the PR-O_CRML system can be applied as a PRN seriegy (x.(2))=g,(y,(2)), we can recover the exact message by
To synchronize the pseudorandom syst@h, we have the i/ =£,~0n(yn(2). Figure 2 shows the performance of speech
response system communication using the PRS scheme where3, x=1.9,
Ve1(1) = (1 —&")[1 - p'y2(1)] + &' &/(23 - 1) ande=0.99, and the messaggis a pathological voice with
multiple vowel /a/ scenarios generated by a patient with right
_ , 2 , o2 vocal polyps, sampled at 20 kHz with 16-bit resolution. Fig-
Yea() = (1 =1 = p'ya(D]+ eI = pyr(l + 1)] ures 2a)-2(c) show the time series of the pseudorandom
(1=2,3,...,m), masking signab,,, the messagg,, and the recovered signal

0n = (16807 int{[1 — ux3(2)] X (23 - 1)P)mod(23* - 1),

016217-3



ZHANG et al. PHYSICAL REVIEW E 71, 016217(2005
10° OCRML systems withm=10 and 3. Whem\ =0, the error
1 A=0 is yielded and the message is exactly recovered. How-
10" B e e = & ever, a slight parameter mismatek=10"° of the PR-
_2’::, el /A,r“‘ OCRML systems withm=3 results in a large distortioA
1071 At v saturating to 0.408, so that noise is heard in the response
) /‘/" ,,v/'/'/ system. Increasing the lattice lengthwill amplify the dis-
< 1074 P tortion A [4]; however, even with the same length the
104] /" g PR-OCRML system is much more sensitive to parameter
1/‘ o~ v~ —a—I. PR-OCRML withm= 10 mismatches _than the OCRML system. _
10°1 '/r“ _—:E.kaw;whh_mﬂ The sensitivity of the PRS scheme to parameter mis-
. gl T im0 matches makes decoding the message through estimation of
101 . . . . . . system parameters difficult. Previous studies have suggested
10° 100 107 10° 10° 10* 10° that even if a synchronization scheme is robust to parameter
Au mismatches, applying parameter adaption to the response
(@) system may estimate the drive paramefd3-13. We pre-
viously proposed an iterative approach of parameter adap-
20 tions [13]. Using this techniquex and ¢ of the response
Ad—b b s A A s aa OCRML system withm=3 can be estimated, as shown in
ok JER ) Fig. 3(b), where the qlri_ve parameters age=1.99 ande
L6- —v—1I: £ (PR-OCRML) =0.9. Although the original values of the response param-
hay —a—IE: 4 (OCRML) eters arg’=1.2 ande’=0.8, their asymptotical values con-
—v—IV:£(0CRML) verge to 1.99 and 0.9, respectively. In contrast to this, the
%. P o parameter adaption technique cannot estimate the PR-
: OCRML parameters. A sufficiently small parameter mis-
ey Y match of the PR-OCRML systems yields a very large syn-
'// chronization error, so that the parameter adaption technique
0.8 yv—v—v AT —I—T—T—I—T—T—T—0—9—7— cannot target its control to approach the drive parameters.
T v v T Thus communication using the PRS scheme is highly secure
0 4 SMk 12 16 against the decoding of system parameters or keys.

In conclusion, we have proposed a scheme to synchronize
(b) two pseudorandom systems and showed its potential appli-
. cation in pseudorandom communication. In comparison with

FIG. 3. (8) The errorA versus the parameter differendg, the chaotic signal produced by APD scheme, the pseudoran-

where curves | and Il correspond to the PR-OCRML systems with

m=10 and 3, respectively, and curves lll and IV correspond to thedom signal produced by this pseudorandom synchronization

OCRML systems wittm=10 and 3, respectivelyb) The response scheme passes the random test, and has much more complex

parameters;(k) estimated using the parameter adaption techniquedynamics' be_tter random proper'gies_, and greater sensitivity to
[13], where the dotted lines represent the drive parameters Parameter mismatches. These findings show that pseudoran-

=1.99 ande=0.9. Curves | and Il correspond to the PR-OCRML dom number generators with infinite degrees of freedom rep-
system withm=3, and curves Ill and IV correspond to the OCRML resent a better candidate for signal encoding. Traditionally,
system withm=3. the pseudorandom algorithm and initial state value or seed of
a pseudorandom number generator must be exactly known to
in, respectively. The corresponding spectrogramgpfi,,  reproduce the pseudorandom number series. However, by us-
andiy, are illustrated in Figs. @)-2(f), wherex andy axes  ing this pseudorandom synchronization scheme, two coupled
represent time qnd frequency components. Disordered VOiC%%eudorandom systems can be exactly synchronized despite
from patients with laryngeal pathologies may produce subgheir gifferent initial states or seedsr the initial seed of a
harmonic patterns and broadband spef2@, as shown in ;e qorandom number generator is unnecessarily reguired
Fig. 2e). Thus, to mask all frequency components of thepe e dorandom synchronization scheme can effectively

disordered voicdr, the masking signall, should have a mask and exactly recover a broadband disordered voice.

noiselike broadband spectrum. A pseudorandom signal c o . X -
mask the broadband disordered voice well. In particular, u:’gynchromzatmn techniques may be applied to generally de

ing PRS, the encoded message can be exactly recovered. terministic systems, such as chaotic systems and PRN gen-

The PRS scheme also has extreme sensitivity to paramet pators. Th_e rese_arch r_ecords of patients .With _Iaryngea_\l pa-
mismatches between the drive and response systems. Figdf@!0gies, including voice data and patient information,
3(a) shows the relationship between the erfoand the pa- should be kept confidential and available only to those inves-
rameter difference\ =y’ — u, where tigators involved in a given study. For secure online trans-

missions of voice data, pseudorandom synchronization might
potentially present a valuable scheme for secure data com-
munication. Moreover, there is a large amount of flexibility
in choosing the PRN algorithms and decomposition methods
Curves | and Il correspond to the PR-OCRML systems within pseudorandom synchronization. It allows the convenient
m=10 and 3, and curves Ill and IV correspond to theintegration of different pseudorandom algorithifisd—21]

!

l N
A=A =2 [ -i(2% =12,
[\
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